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Authentication

"A party should be able to verify the identity and
some other information of other party.”

Requirements - must be able to verify that:
1. Message came from a valid source,
2. Contents have not been altered,
3. Sometimes, it was sent at a certain time or
sequence.

» Protection against active attack (falsification of
data and transactions)
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Approaches to Message
Authentication

» Authentication Using Conventional
Encryption

- Only the sender and receiver should share a key
* Message Authentication without Message
Encryption

- An authentication tag is generated and
appended to each message

* Message Authentication Code

- Calculate the MAC as a function of the message
and the key. MAC = F(K, M)
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Figure 3.1 Message Authentication Using a Message Authentication Code (MAC)



O One authentication technique involves the use of a secret key to generate a
small block of data, know as MAC, that's is appended to the message.

O this technique assumes that sender and receiver share a common secret key
Kag

[ when A has a message to send to B, it calculates the MAC as a function of
the message and the key: MACm = F(Kag, M)

d The message + MAC are transmitted to the receiver, the recipient
performs the same calculation on the received message, using the same key, to
generate a new MAC

The received code is compared to the calculated code (Fig 3.1), if we assume
that only the receiver and sender know the identity of the secret key, and if
the received code matches the calculated code, then:

1. The receiver is assured that the message has not been altered.

2. The receiver is assured that the messages is from the alleged sender.

3. If the message includes a sequence number, then the receiver can be
assured of the proper sequence, because an attacker cannot successfully

alter the sequence number.



Hash Functions

» condenses arbitrary message to fixed size
h = H(M)

- No secret key needed

- usually assume hash function is public

- hash used to detect changes to message

» want a cryptographic hash function

- computationally infeasible to find data
mapping to specific hash (one-way property)

- computationally infeasible to find two data to
same hash (collision-free property)


Presenter
Presentation Notes
A hash function H accepts a variable-length block of data M as input and produces a fixed-size hash value h = H(M). A "good" hash function has the property that the results of applying the function to a large set of inputs will produce outputs that are evenly distributed, and apparently random. In general terms, the principal object of a hash function is data integrity. A change to any bit or bits in M results, with high probability, in a change to the hash code. The kind of hash function needed for security applications is referred to as a cryptographic hash function. A cryptographic hash function is an algorithm for which it is computationally infeasible (because no attack is significantly more efficient than brute force) to find either (a) a data object that maps to a pre-specified hash result (the one-way property) or (b) two data objects that map to the same hash result (the collision-free property). Because of these characteristics, hash functions are often used to determine whether or not data has changed. 


One-way HASH function

O An alternative to the MAC is the one-way hash function.

O as with the MAC, a hash function accepts a variable size
message M as input and produce a fixed size message digest
H(M) as output.

dUnlike the MAC, a hash function does not also take a
secret key as input.

dTo authenticate a message, the message digest is sent
with the message in such a way that the message digest is
authentic.



One-way HASH function
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One-way HASH function

- Secret value is added before the hash
and removed before transmission.
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HASH Functions

Purpose of the HASH function is to
produce a “fingerprint of a file/message.

Properties of a HASH function H:

1.
2.
3.

4.

H can be applied 1o a block of data at any size
H produces a fixed length output

Easy to implement: H(x) is easy to compute
for any given x.

One-way property: For any given block h, it is
computationally infeasible to find x such that
H(x) = h.
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HASH Functions...

Properties of a HASH function H:...

4 Weak Collision Resistance:

For any given block x, it is computationally
infeasible to find y such that H(y) = H(x).

5. Strong Collision Resistance:

It is computationally infeasible to find any
pair (X, y) such that H(x) = H(y)

V#X
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Simple Hash Function

+ The input (message, file...) is viewed as a
sequence of n-bit blocks,

+ The input is processed one block at a time in
an iterative fashion to produce an n-bit hash
function.

* One of the simplest hash functions is the
bit-by-bit exclusive XOR of every block.
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Simple Hash Function

bit 1 bit 2 I B bit n
block 1 by b b1
block 2 by b, b2

block m By b2y By
hash code C, C, C,

Figure 3.3 Simple Hash Function Using Bitwise XOR

* One-bit circular shift on the hash value
after each block is processed would improve
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Simple Hash Function

- Ci = ith bit of the hash function, 1<=i<=n
* M = number of n-bot blocks in the input
* Bij = ith bit in the ij block

+ @ = XOR operation

Ci = bil + bi2 + ... + bim
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Secure Hash Algorithm
(SHA-1)

+ Developed by NIST in 1993.

» It accepts as input messages with
maximum length of less than 2" 64.

* Produces an output of 160 bits.
» Input is processed in 512 bit blocks.



Secure Hash Algorithm
(SHA-1)

- Steps in Processing

-+ Step 1: Append padding bits:

-Message is padded with bits so that it
is a multiple of 512.

- The padding consists of a single 1 bit
followed by necessary number of Os.

-Padding is done even if the message if
of desired length.

Henric Johnson 17



Secure Hash Algorithm
(SHA-1)

+ Steps in Processing...
+ Step 2: Append the length:

-A 64 bit block is appended to the
message.

-Treated as unsigned 64 bit integer.

-Denotes the length of the message
(before padding).
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Secure Hash Algorithm
(SHA-1)

+ Steps in Processing...
+ Step 3: Initialize the buffer:

-A 160 bit buffer is used to hold
intermediate and final results.

-Used to chain the output of a stage to
the input of next stage.

-This buffer is initialize with a pre-
determined value.
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Secure Hash Algorithm
(SHA-1)

+ Steps in Processing...
+ Step 4: Process 512 bit blocks:

-Each 512 bit block goes through 4
rounds of processing.

-Each round has 20 steps.

. Step 5: Output:

-After all blocks are processed, the
160 bit output of the last block.
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SHA-512 Compression
Function

»heart of the algorithm
> processing message in 1024-bit blocks

> consists of 80 rounds
® updating a 512-bit buffer

®using a 64-bit value Wt derived from the
current message block

® and a round constant based on cube root
of first 80 prime numbers


Presenter
Presentation Notes
The SHA-512 Compression Function is the heart of the algorithm. In this Step 4, it processes the message in 1024-bit (128-word) blocks, using a module that consists of 80 rounds, labeled F in Stallings Figure 11.8, and is shown in detail in Figure 11.9. Each round takes as input the 512-bit buffer value, and updates the contents of the buffer. At input to the first round, the buffer has the value of the intermediate hash value. Each round t makes use of a 64-bit value Wt derived using a message schedule from the current 1024-bit block being processed. Each round also makes use of an additive constant Kt, based on the fractional parts of the cube roots of the first eighty prime numbers. The constants provide a “randomized” set of 64-bit patterns, which should eliminate any regularities in the input data. The output of the eightieth round is added to the input to the first round to produce the final hash value for this message block, which forms the input to the next iteration of this compression function, as shown on the previous slide.


SHA-512 Overview
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F is a compression function that varies;

=+ = word-by-word additicn mod 2%
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Now examine the structure of SHA-512, noting that the other versions are quite similar.
SHA-512 follows the structure depicted in Stallings Figure 3.4. The processing consists of the following steps: 
• Step 1: Append padding bits, consists of a single 1-bit followed by the necessary number of 0-bits, so that its length is congruent to 896 modulo 1024
• Step 2: Append length as an (big-endian) unsigned 128-bit integer
• Step 3: Initialize hash buffer to a set of 64-bit integer constants (see text) 
• Step 4: Process the message in 1024-bit (128-word) blocks, which forms the heart of the algorithm. Each round takes as input the 512-bit buffer value Hi, and updates the contents of that buffer. 
• Step 5: Output the final state value as the resulting hash
See text for more details.


SHA-512 Round Function
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Presenter
Presentation Notes
The structure of each of the 80 rounds is shown in Stallings Figure 12.3. Each 64-bit word shuffled along one place, and in some cases manipulated using a series of simple logical functions (ANDs, NOTs, ORs, XORs, ROTates), in order to provide the avalanche & completeness properties of the hash function. The elements are:
Ch(e,f,g) = (e AND f) XOR (NOT e AND g)
Maj(a,b,c) = (a AND b) XOR (a AND c) XOR (b AND c)
∑(a) = ROTR(a,28) XOR ROTR(a,34) XOR ROTR(a,39)
∑(e) = ROTR(e,14) XOR ROTR(e,18) XOR ROTR(e,41)
+ = addition modulo 2^64
Kt  = a 64-bit additive constant 
Wt = a 64-bit word derived from the current 512-bit input block.


Other Secure HASH functions

SHA-1 MD5 RIPEMD-
160
Digest length |160 bits 128 bits [160 bits
Basic unit of |512 bits 512 bits |b12 bits
processing
Number of 80 (4 64 (4 160 (5
steps rounds of |rounds of |paired
20) 16) rounds of
16)
Maximum 264-1 bits a0 a0

message size




HMAC

»+ Use a MAC derived from a cryptographic
hash code, such as SHA-1.

- Motivations:

- Cryptographic hash functions executes faster

in software than encryption algorithms such as
DES

- Library code for cryptographic hash functions
is widely available
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Presentation Notes
The Data Encryption Standard is a block cipher that uses shared secret encryption. 

No export restrictions from the US



HMAC..

* Design principles:

-Built around an existing hash function
(like MDH, SHA-1, etc.)

o An existing Hash function can be
used.

o Hash function can be replaced
easily.
-Uses a secret key (keyed hash).
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HMAC..

- Operation:
1. Append zeros to the left of key K to
create a b-bit K+.
2. Bitwise XOR K+ with ipad to produce
a b-bit block.
3. Append the message M to this block.
4. Hash the data generated in Step 3.

Henric Johnson 27



HMAC..

- Operation: ...
D. Bitwise XOR K+ with opad to produce
a b-bit block.

6. Append the hash result from step 4
to this block.

/. Hash the data generated in Step 6
to produce the final hash output.

Henric Johnson 28



HMAC

Structure
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Presenter
Presentation Notes
Stallings Figure 3.6 illustrates the overall operation of HMAC:
HMACK = Hash[(K+ XOR opad) || Hash[(K+ XOR ipad) || M)]
where:
K+ is K padded with zeros on the left so that the result is b bits in length
ipad is a pad value of 36 hex (00110110)repeated to fill block
opad is a pad value of 5C hex (01011100) repeated to fill block
M is the message input to HMAC (including the padding specified in the embedded hash function)
Note that the XOR with ipad results in flipping one-half of the bits of K. Similarly, the XOR with opad results in flipping one-half of the bits of K, but a different set of bits. In effect, pseudorandomly generated two keys from K. HMAC should execute in approximately the same time as the embedded hash function for long messages. HMAC adds three executions of the hash compression function (for Si, So, and the block produced from the inner hash). A more efficient implementation is possible by precomputing the internal hash function on (K+ XOR opad) and (K+ XOR ipad) and inserting the results into the hash processing at start & end. With this implementation, only one additional instance of the compression function is added to the processing normally produced by the hash function. This is especially worthwhile if most of the messages for which a MAC is computed are short.



HMAC Security

» proved security of HMAC relates to
that of the underlying hash algorithm

» attacking HMAC requires either:
- brute force attack on key used

- birthday attack (but since keyed would
need to observe a very large number of
messages)

» choose hash function used based on
speed verses security constraints


Presenter
Presentation Notes
The appeal of HMAC is that its designers have been able to prove an exact relationship between the strength of the embedded hash function and the strength of HMAC. The security of a MAC function is generally expressed in terms of the probability of successful forgery with a given amount of time spent by the forger and a given number of message-MAC pairs created with the same key. Have two classes of attacks: 
brute force attack on key used which has work of order 2^n; 
or a birthday attack which requires work of order 2^(n/2) - but which requires the attacker to observe 2^n blocks of messages using the same key - very unlikely. For a hash code length of 128 bits, this requires 264 observed blocks (272 bits) generated using the same key. On a 1-Gbps link, one would need to observe a continuous stream of messages with no change in key for about 150,000 years in order to succeed. So even MD5 is still secure for use in HMAC given these constraints.


Public-Key Cryptography
Principles

* The use of two keys has consequences in:
key distribution, confidentiality and
authentication.

*+ The scheme has six ingredients (see Figure 3.7)
- Plaintext

- Encryption algorithm

- Public and private key

- Ciphertext

- Decryption algorithm
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Encryption using Public-Key
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Presenter
Presentation Notes
Figure 3.9a “Public-Key Cryptography”, shows that a public-key encryption scheme has six ingredients: 
• Plaintext: the readable message /data fed into the algorithm as input. 
• Encryption algorithm: performs various transformations on the plaintext. 
• Public and private keys: a pair of keys selected so that if one is used for encryption, the other is used for decryption. The exact transformations performed by the algorithm depend on the public or private key that is provided as input. 
• Ciphertext: the scrambled message produced as output. It depends on the plaintext and the key. For a given message, two different keys will produce two different ciphertexts. 
• Decryption algorithm: accepts the ciphertext and matching key and produces the original plaintext. 
Consider the following analogy using padlocked boxes: traditional schemes involve the sender putting a message in a box and locking it, sending that to the receiver, and somehow securely also sending them the key to unlock the box. The radical advance in public key schemes was to turn this around, the receiver sends an unlocked box (their public key) to the sender, who puts the message in the box and locks it (easy - and having locked it cannot get at the message), and sends the locked box to the receiver who can unlock it (also easy), having the (private) key. An attacker would have to pick the lock on the box (hard).



Applications for Public-Key
Cryptosystems

*+ Three categories:

- Encryption/decryption: The sender
encrypts a message with the recipient’s
public key.

- Digital signature: The sender “signs” a
message with its private key.

- Key echange: Two sides cooperate two
exhange a session key.
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Requirements for Public-
Key Cryptography

1. Computationally easy for a party B
to generate a pair (public key KU,
private key KR,)

2. Easy for sender to generate
ciphertext:C=E,,, (M)

3. Easy for the receiver to decrypt
ciphertect using private key:

M = Dy, (C) = Dygy | E ey, (M )]
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Requirements for Public-
Key Cryptography
4. Computationally infeasible to determine

private key (KR,) knowing public key (KU,)

5. Computationally infeasible to recover
message M, knowing KU, and ciphertext C

6. Either of the two keys can be used for
encryption, with the other used for
decryption:

M = Dy Expy (M )] = Dy E gy, (M)]

Henric Johnson 35



Public-Key Cryptographic
Algorithms

- RSA and Diffie-Hellman

- RSA - Ron Rives, Adi Shamir and Len
Adleman at MIT, in 1977.

- RSA is a block cipher
- The most widely implemented

- Diffie-Hellman

- Echange a secret key securely
- Compute discrete logarithms

Henric Johnson
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The RSA Algorithm -
Key Generation

No O s wN e

Select p,g p and g both prime
Calculate n=p x g
Calculate ®(n)=(p—-1)(g-1)

Select integer e ged(D(n),e) =1;1<e < D(n)
Calculate d d =e ' mod®(n)
Public Key KU = {e,n}

Private key KR = {d,n}




Example of RSA Algorithm

Encryption Decryption

180 138
Flaintext o 20807 witha | cinpargext - 140 1.06..x10 " with|  Plaintext
|9 —=19 ) = el = remainder of *Il}mu e (33 =1.-T...:==:HI

= = a remainder of 19
C?) ) C? ) _r..

| U

Y KR =77, 119

KU=5,1

Figure 3.9 Example of RSA Algorithm
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The RSA Algorithm -
Encryption




The RSA Algorithm -
Decryption




Diffie-Hellman Key Echange

User A

Generate

random X, < g;
Calculate

Yu= oA mod ]

Calculate
K =(Yp)* mod g

User B

i

Generate

random Xy < g:
Calculate

Y = ™8 mod g;
Calculate

K ={Y "8 mod g




Other Public-Key
Cryptographic Algorithms

» Digital Sighature Standard (DSS)

- Makes use of the SHA-1

- Not for encryption or key echange

» Elliptic-Curve Cryptography (ECC)

- Good for smaller bit size

- Low confidence level, compared with RSA
- Very complex



Key Management
Public-Key Certificate Use
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